BOCONGAN CONG HOA XA HQI CHU NGHIA VIET NAM
CONG AN TINH PONG THAP Déc lap - Tw do - Hanh phiic

S6: 1305/CAT-ANM Pong Thdp, ngay{ 0 thang 3 nim 2026

V/v canh bao mdt s6 16 héng bao mat
nghiém trong thang 02/2026

Kinh guri:
- Cac s0, ban, nganh, don vi su nghiép,
doanh nghiép nha nudc thudc tinh;
- Uy ban nhan dén céc x4, phuong.

Thoi gian qua, nhiéu 16 hong, nguy co bao mat dugc phat hién, cong bd c6
kha ning bj céc tin tic khai thac, tn cng vao hé théng théng tin co quan, t6 chirc
nha nudc, doanh nghiép, cu thé:

- L& héng CVE-2026-21519 trong Desktop Window Manager, cho phép dbi
tuong tin cong leo thang dic quyén va kiém soét hoan toan hé thong;

- L& hdng CVE-2026-22719 trong VMware Aria Operations, cho phép doi
tugng tan cong tir xa, khong can xac thuc, chén 1énh doc hai va thuc thi trén hé
thong bi anh hudng,

- Lb héng CVE-2026-21509 trong Microsoft Office, cho phép doi tuong tan
cong vuot qua cac co ché bao vé cuc b cia Office, tir 6 thuc hién cac hanh vi
tan cong tiép theo sdu vao hé thong.

- L3 héng CVE-2025-11953 trong React Native CLI, cho phép déi tugng tén
cong thuc thi ma tiy ¥ tir xa vao hé théng bi anh hudng.

- L3 héng CVE-2026-1592 trong Foxit PDF Editor Cloud, cho phép ddi
tuong tan cong thuc thi ma JavaScript tily y trong ngir canh ciia nguoi ding.

- Phan mém gian diép méi ZeroDayRAT cho phép ké tan cong c6 thé nhim
muc tiéu vao nguoi dung iPhone va Android.

- Ma ddc Anatsa dugce phat hién trong (g dung trén dién thoai Android “All
Document Reader” cho phép ké tan cong chiém quyén céc img dung ngan hang,
tai liéu trong dién thoai ciia nguoi dung.

Tinh hinh trén, dé bao dam an toan h¢ thong thong tin trén dia ban tinh, Cong
an tinh dé nghi quy co quan, don vi chii déng ra soat trén hé théng théng tin do
co quan, don vi minh quan ly, van hanh dé phong ngira, kip thoi cap nhat ban va.
Khi phit sinh tinh hinh ¢4 lién quan, kip thoi trao d6i vé Cong an tinh (qua Phong
an ninh mang va phong, chéng t4i pham sir dung cong nghé cao, s dién thoai
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0693.599.332) dé phdi hop xir 1y (giri kém phu luc chi tiét cde 16 héng va cdc bién
phadp phong ngira)./

Noi nhﬁmfl’

- Nhur kinh giri;

- P/c Giam déc CAT (dé bao cdo);

- Phong ANM&PCTPSDCNC (dé thuc hién);
- Luu CAT: VT, ANM(D4).
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PHU LUC
(Kém theo Céng vin s6 ~ /CAT-ANM, ngay /3/2026 ciia Céng an tinh)

1. CVE-2026-21519 trong Desktop Window Manager

a) Mo ta

- Diém CVSS: 7.8/10; Mirc d: Cao;

- L5 héng CWE-843 xay ra khi DWM xur ly tai nguyén db hoa khong kiém
tra ding kiéu dit 'liéu, dan dén nhéim lan kiéu trong qua tl"inh tong hop giao dién
nguoi dung. Ké tan cong khai thac bang cach tao dir liéu dau vao doc hai’ gdy hong
bd nhd heap va thuc thi ma tuy y, dé bi khai thac zero-day trong thuec té.

b) Phién ban anh hudéng: Anh huéng chii yéu dén Windows 10 phién ban 1607.

c¢) Khuyén nghi: Cép nhat ngay cac ban va tir Microsoft qua Windows
Update.

2. CVE-2026-22719 trong VMware Aria Operations

a) Mo ta

- Diém CVSS: 8.1/10; Mirc do: Cao;

- L3 hong CWE-77 xay ra do thiéu kiém tra di liéu dﬁiu vao cua nguoi dung
trong support-assisted migration workf:low, noi dit liéu dau vao dugc ch’én truc
ti€p vao system commanfl ma khong kiém tra ky tu déf: biét (; | & *). Ké tan cong
network-accessible c6 thé chén 1€nh tiy y chay voi quyén Aria Operations service.

b) Phién ban anh hudng:

- VMware Aria Operations 8.x (da va ¢ 8.18.6).

- VMware Cloud Foundation 9.x.x.x (da va ¢ 9.0.2.0).

- VMware vSphere Foundation 9.x.x.x (d3 va ¢ 9.0.2.0).

¢) Khuyén nghi: Cép nhét ngay céc ban va.

3. CVE-2026-21509 trong Microsoft Office

a) Mo ta

- Diém CVSS: 7.8/10; Miurc do: Cao;

- L?‘) hbng (CWE-807) xay ra khi Office xtr ly RTF hodc tai liéu nhing OLE
khong kiém tra dung “kill bit” cho COM objects, vugt qua cac bién phap bao vé¢
tich hop. Ké tan cong dung phishing guri file Word/Excel doc hai nhiing CLSID
{EAB22AC3-30C1-11CF-A7EB-0000COSBAEOB}, tai payload tor WebDAV
hodc remote server, da bi APT28 khai thac zero-day.

b) Phién ban anh huéng;

- Microsoft Office 2016 (32/64-bit), 2019.

- Office LTSC 2021, LTSC 2024.

- Microsoft 365 Apps for Enterprise (trudc va 26/1/2026).
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¢) Khuyén nghi: Cap nhat ngay céc ban va tir Microsoft qua Windows
Update.

4. CVE-2025-11953 trong React Native CLI

a) Mo ta

- Diém CVSS: 9.8/10; Mirc d¢: Rét Cao;

- Server Metro méc dinh bind 0.0.0.0 '(las.ng nghe tét ca interface), expose
endpoint nhu,/symbolicate hodc /open-url chap nhan dit liéu dau vao ngm‘{i dung
ma khong kiém tra, truyén truc tiép vao ham open() hoédc system shell dan dén
RCE. K¢ tﬁn cong guri POST request doc hai (vi du inject “&& whoami” vao
logPath) dé chay 1énh nhur calc.exe; da bi khai thac thuc té tir 21/12/2025.

b) Phién ban anh hudng;:

- (@react-native-community/cli-server-api 4.8.0 dén 20.0.0-alpha.2 (va tir
20.0.0).

- React Native < 0.74.1, Metro < 0.81.0.

- Tt ca nén tang (Windows nghiém trong nhét), du 4n ding npx react-
native start hodc npm start.

¢) Khuyén ngyi: Nang cip ngay @react-native-community/cli 1én >20.0.0
va Metro >0.82.0; c4u hinh server chi bind localhost (--host 127.0.0.1). Kiém tra
bang “npm list @react-native-community/cli-server-api”.

5. CVE-2026-1592 trong Foxit PDF Editor Cloud

a) Mo ta

- Piém CVSS: 6.4/10; Mirc d§: Trung binh;

- L& hdng CWE-79 xay ra khi img dung khéng kiém tra dir lidu dau vao
cuia ngudi dung trong truong tén/mo ta layer, nhing truc tiép vao HTML output.
M3 doc luu trif trén server va thyc thi trong trinh duyét nan nhéan khi ho xem layer
bi nhiém, ¢6 thé danh cip session cookie hodc thuc hién hanh dong thay nan nhan.

b) Phién ban anh hudng: Foxit PDF Editor Cloud (pdfonline.foxit.com) tat
ca phién ban trudc ngay 2026-02-03.

¢) Khuyén nghi’: Cép nhit ngay lén phién ban Foxit PDF Editor Cloud tir
2026-02-03 trd 1én; kiém tra va xoa layer dang ngo. Ap dung CSP header nghiém
ngit, han ché quyén tao layer cho ngudi dung tin cdy, trién khai WAF chin XSS
payload.

6. Phin mém gian diép mé&i ZeroDayRAT

a) ZeroDayRAT la phin mém gian diép thuong mai méi (xuét hién dau
2026) duoc ban trén Telegram, cho phép dbi tugng tan cong kiém soat hoan toan
iPhone (i0S 1én dén 26) va Android (5-16) qua dashboard web tryc quan.

b) Kha ning tin cong

- Theo déi GPS thai gian thuc, xem vi tri trén Google Maps.
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- Truy cép camera trudc/sau, micro dé do tham truc tiép.

- Doc SMS, théng béao, OTP dé bypass 2FA; keylogging app usage.

-An cép crypto tir Coinbase, Binance, MetaMask; overlay gia mao banking
apps (Apple Pay, Google Pay).

¢) Phuong thire 1ay nhiém

Phé bién qua smishing (SMS lira cai APK Android hodc payload iOS),
phishing email, fake apps trén chg Umg dung gid mao, link doc hai qua
WhatsApp/Telegram.

d) Khuyén nghi: Khéng cai app tir SMS/link la; chi ding Google Play/App
Store chinh thirc. Bat xac thuc 2FA app-based thay SMS; cap nhat iOS/Android
md&i nhat. Dung phan mém phong chéng ma doc nhu Malwarebytes/Kaspersky;
kiém tra img dung la, kiém tra viéc cip quyén camera/micro. Gidm st tai khoan
ngan hang/crypto bat thudng; xéa tmg dung dang ngo.

7. Ma djc Anatsa dwgce phat hién trong ng dung trén dién thoai
Android “All Document Reader”

a) Pugc phat hién trong ing dung Android gia mao “All Document Reader”
(hodc tuong tu “Document Reader — File Manager”) trén Google Play Store, da
lay nhiém hon 50.000 thiét bi truéc khi bj g& bo.

b) Khuyén nghi: Kiém tra va g& ngay “All Document Reader” hoic app
document la; quét bang Malwarebytes/Kaspersky/Zscaler. Bat Google Play
Protect, tranh c4p quyén cho tmg dung khong tin cy; cip nhat Android méi nhat.



